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Abstract
Deep models are known to be vulnerable to data
adversarial attacks, and many adversarial training
techniques have been developed to improve their
adversarial robustness. While data adversaries
attack model predictions through modifying data,
little is known about their impact on the neuron
activations produced by the model, which play a
crucial role in determining the model’s predictions
and interpretability. In this work, we aim to de-
velop a topological understanding of adversarial
training to enhance its interpretability. We analyze
the topological structure—in particular, mapper
graphs—of neuron activations of data samples
produced by deep adversarial training. Each node
of a mapper graph represents a cluster of activa-
tions, and two nodes are connected by an edge
if their corresponding clusters have a nonempty
intersection. We provide an interactive visual-
ization tool that demonstrates the utility of our
topological framework in exploring the activation
space. We found that stronger attacks make the
data samples more indistinguishable in the neu-
ron activation space that leads to a lower accuracy.
Our tool also provides a natural way to identify
the vulnerable data samples that may be useful in
improving model robustness.

1. Introduction
Despite the great success of deep learning, in the past
decade, researchers have found that overparameterized deep
neural network models are ubiquitously vulnerable to data
adversarial attacks. Specifically, Szegedy et al. (Szegedy
et al., 2013) and Goodfellow et al. (Goodfellow et al., 2014)
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showed that we can find and apply imperceptible perturba-
tions to the data samples such that the perturbed samples
are almost indistinguishable from normal examples and can
fool neural network models that are trained on normal sam-
ples. In particular, various types of data adversarial attack
methods have been developed for deep learning, including
the projected gradient descent (PGD) type attack (Madry
et al., 2018), single pixel attack for images (Su et al., 2019),
and physical patch attack that covers an image with a printed
adversarial patch to attack the model (Brown et al., 2017).
All these research findings have raised much concern about
the safety and robustness of deep learning in the community,
and have attracted a lot of attention on understanding and
improving the adversarial robustness of deep models.

To enhance the robustness of machine learning (ML) models
against data adversaries, a standard and popular approach is
adversarial training (Sinha et al., 2018; Goodfellow et al.,
2014), whose main idea is to generate adversarial samples
using a certain attack method and then use them to train the
model. This empirical approach has been shown to be able
to substantially improve the robustness of the model against
adversarial attacks.

In this paper, we are interested in forming a topological
understanding of adversarial training to increase its inter-
pretability. A number of previous works study the geometry
of adversarial training, most of which focus on a geometric
understanding of the decision boundaries, e.g., (He et al.,
2018; Khoury & Hadfield-Menell, 2018; Zhang et al., 2021;
Rade & Moosavi-Dezfooli, 2022; Liang et al., 2022; Xu
et al., 2023). However, to the best of our knowledge, few
works exist that study the topology of adversarial training.
In particular, little is known about the topological struc-
ture of the neuron activations of adversarially-trained deep
networks, which constitutes the main goal of this work.

1.1. Our Contribution

We propose a topological framework for summarizing and
analyzing the space of neuron activations in adversarial
training. We use neuron activations to refer to the high-
dimensional vector representations (i.e., the intermediate
outputs of neurons) produced by a particular layer of a
neural network, and activation space to refer to the space

1



Topology of Neuron Activations in Deep Adversarial Training

of these activations. We leverage themapper graph(Singh
et al., 2007) to summarize the topological structure of the
activation space. Each node of the mapper graph represents
a cluster of activations, and two nodes are connected by
an edge if their corresponding clusters have a nonempty
intersection. Our contributions are as follows:

• We provide an open source interactive visualization tool
(Zhou, 2023) that demonstrates the utility of our topo-
logical framework in exploring the activation space of
adversarial training.

• We study the evolution of topology of activation spaces
across different levels of adversarial attacks.

• We analyze the weak regions of the activation space, that
is, topological neighborhoods with low prediction accu-
racy vulnerable to adversarial attacks.

• We work toward model re�nement by leveraging the iden-
ti�ed weak regions to improve robust test accuracy.

Our work is at the intersection of topological data analy-
sis (TDA) and visualization. It also contributes towards
the visualization of neuron activations, as an example of
visual analytics systems that support model explanation,
interpretation, debugging, and improvement for deep learn-
ing (Hohman et al., 2018).

1.2. Related Work

Adversarial attack. Various types of data adversarial attack
methods have been developed for deep learning. For exam-
ple, the Fast Gradient Sign Method (FGSM) (Goodfellow
et al., 2014) generates adversarial examples based on the
sign of gradients. The projected gradient descent (PGD)
attack is another popular attack (Madry et al., 2018), which
�nds the adversarial perturbation using gradient updates fol-
lowed by projection onto certain constraints, e.g.,`1 or `2

ball constraints. There are other types of attacks that target
speci�c scenarios, such as the one-pixel attack that fools the
model by changing only one pixel of an image (Su et al.,
2019), physical patch attack that covers a part of an image
with a printed and adversarially designed patch to attack
the model (Brown et al., 2017), and backdoor poisoning
attack (Xian et al., 2023) that creates a few backdoor data
inputs with a speci�c trigger (e.g., a patch (Gu et al., 2017)
or watermark (Chen et al., 2017)) and target labels.

Adversarial training. A standard and popular adversarial
training approach is to train the model using adversarial
samples generated by a certain attack method (Sinha et al.,
2018; Goodfellow et al., 2014). In addition, adversarial
training has been formulated as a nonconvex minimax op-
timization problem (Madry et al., 2018), and convergence
of gradient-based algorithms has been established under
certain assumptions (Gao et al., 2019). The performance of
adversarial training was further improved (Ding et al., 2020)
by combining the usual cross-entropy loss with a margin

maximization loss term applied to the correctly classi�ed
examples. It was shown that misclassi�ed examples have
more impact on the �nal robustness than correctly classi-
�ed examples, and incorporating misclassi�ed examples
in adversarial training as a regularizer (Wang et al., 2020)
improves the adversarial robustness.

Visualization of neuron activations. A number of ap-
proaches have been proposed in recent years to explain the
behavior of deep learning by visualizing the features learned
by hidden units of the neural networks (Hohman et al., 2018).
Activation maximization(Erhan et al., 2009) �nds the in-
put images that maximize the neuron activations, whereas
salience mapsare obtained by projecting neuron activations
from hidden layers back onto the input space (Simonyan
et al., 2014).DeepVis(Yosinski et al., 2015) visualizes the
neuron activations produced on each layer of a CNN as it
processes images/videos live.Multifaceted feature visualiza-
tion synthesizes a visualization of input image that activates
a neuron (Nguyen et al., 2016).TCAV(Testing with Con-
cept Activation Vectors) uses directional derivatives of acti-
vations to quantify the sensitivity of model predictions to a
concept (Kim et al., 2018). Dimensionality reduction (DR)
has been applied to neuron activations (Karpathy, 2014;
Nguyen et al., 2016). In particular,activation atlas(Carter
et al., 2019) combines feature visualization with DR to vi-
sualize averaged activations, whereasSUMMIT (Hohman
et al., 2020) not only computes aggregated activations but
also captures relationships between neurons across layers.

Topology of deep leaning.Exploring the geometry and
topology of deep learning models, in particular, understand-
ing their decision boundaries/regions is an active area of
research, e.g., (Fawzi et al., 2018; Liu & Shen, 2022). A
number of prior works use tools from TDA to study topo-
logical complexity of deep learning.Topological capacity
(Guss & Salakhutdinov, 2018) andneural persistence(Rieck
et al., 2019) were introduced to quantify the learnability and
complexity of neural networks, respectively. Persistent ho-
mology (Edelsbrunner & Harer, 2007) of activations was
used to study how model complexity changes across layers
(Wheeler et al., 2021). Mapper graphs of learned weights
from convolutional layers were used to quantify topologi-
cal similarities among different CNN model architectures
(Gabrielsson & Carlsson, 2019).Activation graphswere
used to investigate the topology of neural networks (Gebhart
et al., 2019; Lacombe et al., 2021). The work that is most
relevant to ours isTopoAct(Rathore et al., 2021), which
explores mapper graphs of neuron activations from image
classi�ers. TopoAct was further extended to study activa-
tions of images with Gaussian noise (Purvine et al., 2023)
and to explore the topology of word embeddings from large
language models (LLMs) during �ne-tuning (Rathore et al.,
2023). Different from previous work, we apply the mapper
graph to study activations from adversarial training.
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2. Preliminaries

2.1. Mapper Graph

We capture the topology of neuron activations via a graph-
ical representation called themapper graph, which arises
from a “partial clustering of the data guided by a set of
functions de�ned on the data” (Singh et al., 2007).

Let X be a high-dimensional point cloud. Acoverof X is a
set of open sets inRd, U = f Ui gi 2 I such thatX � [ i 2 I Ui .
The one-dimensional nerve ofU is a graph and is denoted as
N1(U). Each nodei in N1(U) represents a cover element
Ui , and there is an edge between nodesi andj if Ui \ Uj is
not empty.

In the classic mapper construction (Singh et al., 2007), ob-
taining a cover ofX is guided by a set of scalar functions
de�ned on X, referred to as�lter functions. In our set-
ting, we de�ne a mapper graph with a single �lter func-
tion f : X ! R. A coverV = f Vk gn

k=1 of f (X) � R
can be obtained such thatf (X) � [ k Vk , and the cover
U of X can then be obtained by considering the clus-
ters induced by points inf � 1(Vk ) for eachVk as cover
elements. The one-dimensional nerve ofU, denoted as
M = M (X; f ) := N1(U), is themapper graphof (X; f ).

Take Figure 1 as an example. A point cloudX is sampled
from the silhouette of a butter�y and equipped with a height
functionf : X ! R. A coverV = f V1; � � � ; V6g of f (X)
is formed by six intervals (see Figure 1 middle). For each
k (1 � k � 6), f � 1(Vk ) induces a number of clusters that
are subsets ofX. These clusters (enclosed by rectangles)
form the elements of a coverU of X (see Figure 1 left). The
mapper graph ofX is shown in Figure 1 (right). For instance,
f � 1(V1) induces four cover elements ofX, includingU1,
whereasf � 1(V2) induces three cover elements, including
U2. U1 andU2 become nodes 1 and 2 in the mapper graph,
respectively. SinceU1 \ U2 6= ; , an edge connects node 1
and node 2 in the mapper graph.

Figure 1.A mapper graph (right) of a point cloud sampled from
the silhouette of a butter�y (left).

Here, we construct a mapper graph using auniform cover,
that is, all intervals coveringf (X) are of the same length.
Several parameters are needed, including the �lter function
f , the number of cover elementsn, and their percentage of
overlapp, the metricdX on X, and the clustering method.

As shown in Figure 1,n = 6 , p = 30%, dX is the Euclidean
distance, and the clustering method is the density-based
DBSCAN (Ester et al., 1996). With an appropriate choice
of parameters, the mapper graph captures the shape of the
input data. Another less widely used strategy is thebalanced
coverimplemented ingiotto-tda(Tauzin et al., 2020), where
the inverse image of each interval contains an equal number
of points. For a discussion on parameter tuning, see (Zhou
et al., 2021; Chalapathi et al., 2021).

2.2. Adversarial Machine Learning

To enhance the robustness of ML models against data ad-
versaries, a standard and popular approach is to perform
adversarial training (Sinha et al., 2018; Goodfellow et al.,
2014), which generates adversarial samples using a certain
attack method and then uses them to train the model. Con-
sider a standard classi�cation problem with a given set of
training samplesf x i ; yi gn

i =1 , wherex i is thei -th sample
andyi denotes the corresponding label. We aim to train a
classi�erh� : X ! Y parameterized by� 2 Rd to solve this
classi�cation problem, whereh� typically corresponds to a
deep neural network. In traditional deep learning, we train
the classi�er by solving the empirical risk minimization
problemmin � 2 Rd

1
n

P n
i =1 `(h� (x i ); yi ), where` is usually

chosen to be the cross-entropy loss.

To perform adversarial training against the`p-PGD attack,
we aim to solve the following optimization problem,

min
� 2 Rd

max
f � i gi :k� i � x i kp � �

1
n

nX

i =1

`(h� (� i ); yi ): (1)

To elaborate, for any �xed model� , the inner maximization
part of (1) aims to �nd data samplesf � i gn

i =1 that (i) are
� -close to the original samplesf x i gn

i =1 in terms of thè p

norm, and (ii) achieve very high classi�cation loss. These
samples are calledadversarial samples, and the`p con-
straint controls the search space of data adversary. On the
other hand, the outer minimization part of(1) aims to train a
robust model� that achieves low classi�cation loss on these
advesarial samplesf � i gn

i =1 . In practice, we solve the above
adversarial training problem via an alternating approach,
i.e., we �rst apply PGD to generate adversarial data samples
� for a �xed model� , and then train the model using these
adversarial data samples.

2.3. Neuron Activations

For an image classi�cation task, the input to a neural net-
work is a tensor, and the output is a probability vector show-
ing the likelihood the input belongs to each class. The
intermediate outputs of neurons from each layer are called
activation tensors. Activation tensors may be sliced into spa-
tial activations or channel activations. We work with spatial
activations (referred to as activations or activation vectors)
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Figure 2.Illustration of a spatial activation within an activation
tensor for a MNIST (left) and a CIFAR-10 image (right).

in this paper, shown in Figure 2. For each image from the
MNIST dataset, a single spatial activation is generated at
the last layer of an MLP model across 10 channels, forming
a 10-dimensional point cloud with 60K points. For each
image from the CIFAR-10 dataset, we randomly sample a
single spatial activation from4 � 4 images patches, gener-
ated at the last convolutional layer of ResNet-18, forming a
512-dimensional point cloud with 50K points. We focus on
the last layer as those are the features linearly separated by
the classi�er; see (Purvine et al., 2023) for examples across
layers (without adversarial attacks).

2.4. Mapper Graphs of Neuron Activations

Given a high-dimensional point cloudX formed by activa-
tion vectors, we construct a mapper graph ofX that captures
its topological structure, i.e., how the activation vectors
are organized with a dataset-model pair. We use`2-norm
of activation vectors as the �lter function, which has been
shown to produce meaningful results in studying image acti-
vations (Rathore et al., 2021). We de�ne a cluster of points
associated with a node in the mapper graph atopological
neighborhoodfollowing (Rathore et al., 2023). Therefore,
each node in the mapper graph is a topological neighbor-
hood, and the edges between these nodes encode the over-
laps (or connectivity) between these neighborhoods. In
particular, two pointsx andy in X are in the same topolog-
ical neighborhood if they are close to each other in terms
of a metricdX (e.g., a Euclidean metric), and their function
valuesf (x) andf (y) fall in the same interval off (X).

We also review the notion ofpurity of a topological neigh-
borhood (Rathore et al., 2023), de�ned to bep(X ) :=
1 � H (D X )

H (D ) : Here,DX is the observed distribution of la-
bels for points inX andD is a uniform distribution of all
labels;H denotes the Shannon entropy of a distribution.
p(X ) reaches the highest value of1 when all points inX
are from the same class, and the lowest value of0 when the
points are uniformly distributed over all classes (Rathore
et al., 2023);pureneighborhoods have a purity of1; other-
wise they areimpure.

3. Visualizing the Topology of Neuron
Activations in Adversarial Training

Experimental setup.We conduct adversarial training exper-
iments using various standard image classi�cation datasets
and deep learning models, including the MNIST (LeCun
et al., 2010) and CIFAR-10 (Krizhevsky, 2009) datasets, and
the multi-layer perceptron (MLP) and ResNet-18 models
(He et al., 2015). For each dataset-model pair, we train the
model with the dataset using two different approaches: (i)
standard training using the original clean data (i.e., without
adversarial training), and we denote the trained model as
M clean; and (ii) adversarial training with different types of
attack, and we denote the adversarially-trained model as
M adv. We explore two types of attack,`1 - and`2-PGD
attack wherè1 attack is considered a stronger attack than
a `2 attack; see the supplementary material for details.

Interactive visualization tool. We present an interactive vi-
sualization tool, referred to asMapper Interactive Adversar-
ial Training (or MIAT) to explore how the topological struc-
ture of neuron activations change under adversarial training.
The tool is an extension of Mapper Interactive (Zhou et al.,
2021), available open source. The tool takes as input a
high-dimensional point cloud of activations and computes
its mapper graph on-the-�y with user-de�ned parameters.
Speci�cally, it allows the exploration of image samples asso-
ciated with selected mapper nodes for bothM cleanandM adv.
Its frontend is implemented using HTML/CSS/JavaScript
stack with D3.js and JQuery JavaScript libraries, while its
backend uses Python via a Flask server.

Exploratory visual analysis. Using our interactive tool,
we mainly perform two exploratory analysis tasks. First,
we explore topological neighborhoods with high and low
prediction accuracy to better understand input images that
are vulnerable to adversarial attacks across different levels
(Section 3.1). Second, we study the evolution of topology
as we increase the attack level (Section 3.2).

3.1. Training MLP with MNIST

Topology of a clean model.We start with the MNIST-MLP
dataset-model pair. Figure 3 (top left) shows the mapper
graph generated fromM cleanusing a uniform cover. The pie
chart on each node shows the composition of class labels
in that node. Figure 3 (top right) shows the node-wise
prediction accuracy. The overall prediction accuracy of
M clean is 97:48%, therefore, we observe that most of the
nodes have a very high node-wise prediction accuracy.

Using the interactive tool, we �rst explore pure and impure
nodes (topological neighborhoods) in the mapper graph. In-
tuitively, impure nodes may be considered as being centered
around the decision boundaries of the model where samples
from two or more classes have similar neuron activations.
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Figure 3.Mapper graph ofM cleanvisualized by pie charts of true labels (top left) and colored by node-wise prediction accuracy (top right).

Figure 4.Mapper graph ofM adv under̀ 1 -PGD attack visualized by pie charts of true labels (top left) and colored by node-wise prediction
accuracy (top right). Attack level� = 0 :05. Nodes circled in orange are examples of weak regions.

The average node purity has been shown to be correlated
with model performance on the unseen data (Rathore et al.,

2023). As shown in Figure 3, node 156 is a pure node with
a prediction accuracy of1:0: all images in the node have a
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