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Figure 1: The design space of visualization guardrails against cherry-picking along two dimensions: what context is shown
(primary data or a summary) and layout, or where it is shown (superimposed on or juxtaposed with the main chart). The figure
shows the main chart data in black and the context in color. In all example charts, the user selects only one item (B) which, as

shown by the guardrails, is an outlier in the data set.

Abstract

The growing popularity of interactive time series exploration plat-
forms has made data visualization more accessible to the public.
However, the ease of creating polished charts with preloaded data
also enables selective information presentation, often resulting in
biased or misleading visualizations. Research shows that these tools
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have been used to spread misinformation, particularly in areas such
as public health and economic policies during the COVID-19 pan-
demic. Post hoc fact-checking may be ineffective because it typically
addresses only a portion of misleading posts and comes too late to
curb the spread. In this work, we explore using visualization design
to counteract cherry-picking, a common tactic in deceptive visual-
izations. We propose a design space of guardrails—interventions
to expose cherry-picking in time-series explorers. Through three
crowd-sourced experiments, we demonstrate that guardrails, partic-
ularly those superimposing data, can encourage skepticism, though
with some limitations. We provide recommendations for developing
more effective visualization guardrails.
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1 Introduction

Open data exploration platforms democratize access to data and
visualizations of public importance. Examples include COVID-19
case dashboards on OurWorldInData [43], stock or cryptocurrency
performance charts on Yahoo! Finance [74], or graphing platforms
for various economic and policy indicators, such as Gapminder [58]
or FRED [22]. Users not only create charts on these platforms for
their own use, but also commonly share them on social media.
While the popularity of data exploration platforms is a testament to
their utility, the unconstrained and often unguided selection of data
subsets and time periods that is commonly featured in such tools
can lead to conclusions made based on cherry-picked data. Such data
visualizations, when shared on social media, are often misrepre-
sented in a way that supports wrong and, in the worst case, harmful
arguments. Prior research has also shown that cherry-picking of
items and time frames is an issue that contributed to misinforma-
tion arguments in over 40% of COVID-skeptic charts shared on
Twitter, most of which were screenshots of data explorers [40].

It is important to acknowledge that the problem of cherry-picking
in public-facing data explorers is a wicked problem [57]. Biased in-
terpretations of data, and information in general, are entangled
with the viewers’ data and visualization literacy, data production
quality, social and political movements, or the sense of belonging
to a group with a strong ideology. This problem is hence wicked
in the sense that, due to its complexity, it is resistant to any single
solution. Rather, it requires continuous adaptation and innovation
of approaches and interventions. In this work, we propose adding a
novel type of intervention to the arsenal of tools against data-driven
misinformation.

The most prevalent interventions for addressing misleading in-
formation focus on fact-checking, whether conducted by crowd-
sourcing or professional organizations [1]. However, these post hoc
strategies come with significant limitations. Correcting every mis-
leading post is nearly impossible, and unchecked misinformation
can result in the implied truth effect, where uncorrected content is
perceived as accurate [51]. Furthermore, because post hoc correc-
tions and moderation inherently occur after the fact—sometimes
delayed by several days [45]—the original misinformation often
spreads widely before any correction can be made. Research also
suggests that corrections are more effective when delivered by the
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same source that initially presented the misinformation [68] as
opposed to other sources that may be dismissed as biased, indicat-
ing the value of enhancing the original content with contextual
information. Prior research has found that data-driven misinfor-
mation arguments on social media, including cherry-picked data
visualizations, often remain unaddressed by existing fact-checking
interventions due to being rooted in factually accurate data and
thus not being wrong, or viewed as personal opinions not worthy
of debunking [39].

In this paper, we set out to explore the possibility of ante hoc
interventions tackling cherry-picking in time series explorers from
the perspective of visualization design, attempting to curb the issue
before it has a chance to spread. We asked ourselves: is there any-
thing we can do when designing and implementing data ex-
ploration platforms to minimize misuse, misunderstandings,
and misinterpretations? To answer this question, we propose
looking at the problem of misinterpretation and misuse of data
explorers through the lens of threat modeling [59], and explore the
possible interventions against cherry-picking in interactive visual-
izations. As one such intervention, we introduce the concept of vi-
sualization guardrails. Analogous to protective highway guardrails,
which are useful when losing control of a vehicle but no hindrance
in regular operation, visualization guardrails automatically
show the contextual data that expose cherry-picking, but
do not interfere with interpretation if no cherry-picking is
present. We describe the ways contextual data could be visualized
and integrated into existing charts by outlining the design space of
guardrails.

We break down the issue of misinformative charts into two
distinct yet equally important problems. Firstly, the production
problem: data exploration interfaces make it very easy to create
(perhaps, even nudge authors toward creating) cherry-picked views.
The circumstances that may lead an individual to creating a cherry-
picked chart can vary from a desire to maliciously misinform, to
innocent ignorance, or even to a genuine reason to be interested
in zooming in on a certain subset of data. In any case, however, it
should be more difficult to end up with a potentially misleading
view.

The second problem is the reaction problem: when the resulting
view is then shared with others through social media, it may end up
spreading the incorrect insight and convincing others. Moreover,
charts created with data exploration platforms are typically adorned
with a veneer of impartiality and reputability offered by the data
exploration platform’s logo and recognizable design, and hence
may seem authoritative [39]. For an example, see the cherry-picked
charts in the style of the Financial Times and Our World in Data in
Figure 2, both reputable sources. Therefore, another major design
goal for the guardrails is to introduce more nuance to views created
with such reputable platforms.

To restate, our research questions are:

e What is the design space of guardrails against cherry-picking
in data visualizations?

e Can we design guardrails that make cherry-picked charts
harder to produce?
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By June 1, over 99% of Gibraltar's population was fully vaccinated.

Since that time, new COVID cases per day have increased more than 2500%.

New confirmed cases of Covid-19 in Gibraltar
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The vaccine effect?
-Israel: > 80% of elderly fully vaccinated end of Jan
-Tunisia: No vaccination at all

Daily new confirmed COVID-19 deaths per million people
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Figure 2: Examples of tweets that spread vaccine hesitancy using screenshots of time series explorers with cherry-picked data.
The tweet on the left used the Financial Times explorer to show an increase in cases in a single highly-vaccinated country
(Gibraltar), implying that vaccines are harmful. The tweet on the right used the OurWorldInData explorer [43] to show two

countries of different vaccination levels with similar trends of deaths (Israel and Tunisia), implying that vaccines are ineffective.

e Can we design guardrails that make cherry-picked charts
less convincing and lead to a more skeptical reaction from
the audience?

In this work, we describe the design space of visualization
guardrails and implement a prototype data explorer with four dis-
tinct guardrail instances. We limit our designs to line charts showing
time-series data, which is a type of chart that is often used in de-
bates on controversial topics (such as impacts of policy decisions on
metrics of interest). Additionally, time-series line charts have been
commonly used for cherry-picking in a social media context [40].
In order to investigate both the production and the reaction prob-
lems, we conducted three crowd-sourced experiments using our
prototype of guardrails that target item cherry-picking, in which
we attempt to mimic the real-world adversarial process of design-
ing and sharing misinformative charts. In the first experiment, we
challenged participants to create cherry-picked views using control
and guardrail interfaces, thus red teaming our prototype. We then
showed these charts to another set of participants in the second
experiment and asked them to make a behavioral trust decision
based on the chart, evaluating the resulting cherry-picking. We then
conducted a third experiment to confirm our findings in a more con-
trolled scenario in which we regulated the effect of cherry-picking
egregiousness and misleading captions on guardrails. Our findings
show that the guardrails achieved the strongest desired effect
of encouraging skepticism when guardrails are closest to
the original visual language of the chart. At the same time,
guardrails are less effective when merely providing a clue about
cherry-picking by showing a statistical summary or being plotted
beside the main canvas. In such cases, a large part of the audience
ignored the guardrails and instead focused on the main features of
the visualization and the attached caption. Based on our results, we

outline recommendations for designing effective guardrails against
cherry-picking in data explorers.
To summarize, our paper makes several contributions:

e A novel conceptual framework for tackling issues of misuse
and misinterpretations of data visualizations through the
lens of threat modeling.

o A definition of the design space of visualization guardrails
that protect against cherry-picking.

o A set of crowd-sourced user studies exploring the effects of
guardrails on the production of and reaction to visualizations
of cherry-picked data, and the resulting recommendations
for implementing visualization guardrails in public-facing
data explorers.

2 A Threat Modeling Framework for
Visualizations

In this section, we propose adopting the concept of threat modeling
from computer security as a way to approach the problem of data
visualizations misused in support of misinformation. By applying
the threat modeling framework to cherry-picking, we demonstrate
that threat modeling is useful both as a mental model for surfac-
ing vulnerabilities in data interfaces and as a practical guide for
identifying appropriate interventions. We believe that this model is
applicable to a variety of other problems as well, such as misinter-
pretations of statistics or incorrect causal inferences, and we urge
researchers to explore such applications in future work.

2.1 What is Threat Modeling?

The Threat Modeling Manifesto, put forward by a group of secu-
rity researchers aiming to promote security and privacy during
software development, defines threat modeling as “analyzing rep-
resentations of a system to highlight concerns about security and
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privacy characteristics” [9]. Threat modeling allows the researcher
to identify things that can go wrong, pinpoint design issues, and
inform mitigation measures.

In his book Threat Modeling: Designing for Security [59], Adam
Shostack proposes a four-step framework for threat modeling,
which involves answering four questions: (1) What are you build-
ing?, (2) What can go wrong?, (3) What should you do about it?,
and (4) Did you do a decent job?

Example outcomes of threat modeling in the security context
could be identifying opportunities for hackers to access confiden-
tial information in a data base, or designing interventions against
denial-of-service attacks. However, although a number of specific
computer security-related checklists or domain-specific heuristics
threaten modeling itself, it is a value- and principle-driven approach.
Therefore, it is highly adaptable to a wide variety of security and
privacy issues, as well as (as we will argue below) issues of data
and visualization misuse.

2.2 Applying Threat Modeling to Visualization
Threats

Next, we go over the four steps of the framework with the goal of
outlining the issue of misuse of interactive visualizations used by
the general public to support misinformation, as well as motivating
the application of threat modeling to this issue.

2.2.1 What Are You Building? For the purposes of this work, we
focus on general public-facing interactive time series exploration
portals created by local government agencies such as state and
county epidemiology tracking dashboards, news organizations such
as Yahoo! Finance [74], or specialized data exploration platforms
such as OurWorldInData [43]. In this step, the data explorer plat-
form governance should outline the core functionality and values of
the platform that should be protected and not compromised during
the threat modeling exercise. We assume that examples of such
core functionality could include instant access to data for everyone,
freedom of exploration without major restrictions, ability to export
and share views and data, among others.

2.2.2  What Can Go Wrong? To answer this question, we can turn
to previous work that outlined reasoning errors in social media
users’ interpretations of data visualizations [40]: cherry-picking
favorable subsets of data, assigning causality to salient features
of charts, or not accounting for common statistical fallacies. In
this work, we focus on cherry-picking—one of the most often used
tactics—as an illustrative example. Some of the core functionality
in data explorers described in the previous section, such as access
to data and freedom of exploration, result in the danger of making
selective choices and emphasizing those results, pointing to a pos-
sibility of cherry-picking. Figure 2 shows two instances of tweets
using cherry-picked data explorer charts to spread misinformation
and to promote vaccine hesitancy.

2.2.3  What Should You Do About It? Shostack outlines four possi-
ble paths of action: (1) accept that there is an issue and do nothing,
(2) eliminate the feature causing an issue, (3) transfer the responsi-
bility to the user, or (4) mitigate the issue [59]. All four strategies
are feasible for data explorer platforms. An example of acceptance
is simple: one could do nothing. Eliminating a feature could take
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the form of restricting problematic interactions by, for instance,
not allowing plotting any two time series on the same chart. Trans-
ferring responsibility to the user may involve requiring data or
visualization literacy evaluations, or a checklist that assists a user
in evaluating whether their selection is misleading, but may be
unrealistic to realize in platforms accessible to the general public.

Although we urge platform designers to consider all of the above
strategies when performing threat modeling of their tools, in this
paper we will pursue the goal of mitigation of the cherry-picking
threat and design guardrails against it. We argue that of the four
possible actions, mitigation is the ultimate goal of misinformation
interventions. Firstly, acceptance, or inaction against misinforma-
tion is not productive. Secondly, we believe that the benefits of the
“problematic” features (i.e., unrestricted freedom of exploration and
ability to take screenshots and share) are high, and therefore we
opt to explicitly maintain such features and not pursue elimination.
And lastly, in the adversarial context of misinformation, we posit
that any transfer of responsibility strategy would be futile due to
the high possibility of bad-faith actors purposefully seeking out
cherry-picked views.

2.24 Did You Do a Decent Job? The goal of this last step of threat
modeling is to evaluate the success of the chosen intervention
strategy. In order to answer this question, we conducted three
rounds of evaluation studies, described in Sections 6, 7, and 8. Firstly,
we conducted a study challenging participants to produce cherry-
picked views with and without our guardrails in an approach similar
to using a Red Team in cybersecurity. This enabled us to conduct
a second experiment in which a different set of participants were
asked to review the charts produced in the first study. Lastly, we
conducted a third, more controlled experiment, modulating the
severity of cherry-picking in the chart.

3 Related Work

In this section, we first discuss the role of cherry-picking of in-
formation for the purposes of spreading misinformation. Then,
we present an overview of existing work in data visualization on
designing interventions against fallacies and cognitive biases.

3.1 Cherry-Picking and Questionable Research
Practices

In his testimony before the US House of Representatives, climate
scientist Richard Somerville described cherry-picking as “[making]
selective choices among competing evidence, so as to emphasize
those results that support a given position, while ignoring or dis-
missing any findings that do not support it” [60]. By analogy, in
the context of visualization we define cherry-picking as plotting
data that support a given position, while not plotting data
that do not.

Cherry-picking favorable data or results has long been acknowl-
edged as a questionable research practice across the scientific com-
munity, alongside HARKing (hypothesizing after the results are
known) and p-hacking [2, 10]. Cherry-picking, or selectively show-
ing only information that supports a given argument, is an outcome
that could be unintentional and point to ignorant or inattentive
practices, or be intentional and reflect malicious intent to misinform.
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Unintentional cherry-picking is a common behavior in judge-
ment under uncertainty and could stem from a variety of cognitive
biases, such as availability bias (focusing only on information that
is readily available) [64], confirmation bias (focusing on informa-
tion that supports prior beliefs) [52], and anchoring bias (focusing
on information presented first) [65]. Intentional cherry-picking
is a strategy shown to support misinformation arguments about
climate change denial [12], vaccine hesitancy [19], and is, more
broadly, one of the hallmark tactics of denialism [31].

Cherry-picking is a practice that is not limited to data and vi-
sualizations. Quote-mining refers to cherry-picking a quote or a
statement out of its original context [31]. Quoting others out of
context has been practiced for a variety of purposes over the course
of history, ranging from political propaganda [44] to misusing crit-
ics’ quotes in misleading advertisements [56]. Both cherry-picking
data and quote-mining statements can be described as sharing half-
truths, meaning these tactics are difficult to debunk since they are
based in truth [4]. It then follows that in order to combat the issue
of focusing on a subset of information, an intervention must either
raise awareness about or explicitly show or summarize the missing
context.

3.2 Interventions Against Fallacies in Data
Visualizations

Previous work on interventions against biases in visualization
largely focuses on professional and scientific visual analytics, and
specifically the forking paths problem [54], the multiple compar-
isons problem [76], inaccurate model specifications [34] , and im-
balance across variables viewed [66]. Another potential source of
bias in visual analytics arises when analysts fail to fully account
for the uncertainty in their estimates. Even though uncertainty
visualization and our proposed guardrails tackle different problems,
both approaches share the goal of visually adding context to a chart.
We further explore the connections between these approaches in
Section 4.2.4, after introducing our design space.

Technical interventions that have been proposed to tackle the
exploratory problems primarily depend on the analyst’s good faith,
including strategies that automatically score their biasedness [66]
similar to algorithmic approaches to detect cherry-picking in big
data from the database literature [3, 37, 38], or including visualiza-
tions of the analyst’s process [67]. In the context of the spread of
online misinformation, we cannot typically rely on users to track
their own biasedness and reliability—approaches that would fall
under the strategy of transferring the responsibility described in
Section 2.2.3.

Interventions that target biases and fallacies in narrative visu-
alizations or at the audience level include using textual warnings
against assuming that correlation equals causation [36], attaching
multiple views to combat visualization mirages [78], adding interac-
tive linking between text and data [77], as well as design alternatives
for highlighting the truncation of the vertical axis [14]. Although
the visualization community has raised concerns about the role of
cherry-picked charts in the spread of misinformation across numer-
ous studies [24, 25, 40, 41], to the best of our knowledge, this is the
first work specifically attempting to design interventions against
cherry-picking.
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4 Designing Guardrails

In this section we describe our approach to characterizing the de-
sign space of visualization guardrails and outline the specifics and
variations of the resulting design space.

4.1 Design Process

To develop a broad set of ideas, we engaged in a parallel prototyp-
ing process, where each of the authors independently developed
multiple designs [18]. Before the start of the design process, the
authors put together the design brief. We agreed that the main goal
of the designs would be to provide missing context and promote
skepticism in the viewer [36]. Additionally, the designs should be:

e Nonobtrusive: there should be no restrictions on explo-
ration and selections, and every commonly allowed selection
must be as visually salient with a guardrail as without. This
goal stems from the fact that we target mitigation, rather
than elimination of a feature (Step 3 of threat modeling).

¢ Undemanding;: the guardrail should not directly slow down
the user with pop-ups, questionnaires, or assessments. Mak-
ing an author complete evaluations would more closely re-
semble transfer of responsibility (Step 3 of threat modeling).

e Tamper-evident: it should be difficult to get rid of the
guardrail, for instance by cropping a screenshot. This goal is
motivated by previous work [40] that showed that most of
misleading charts shared on Twitter were screenshots using
various levels of cropping.

In order to come up with initial guardrail designs, each of the
authors independently created sketches based on the requirements.
The sketches were either free-form or on top of examples of cherry-
picked views, as identified by previous work on misleading visual-
izations [40]. We provide all of our sketches in supplemental materi-
als. The first author then reviewed and organized the sketches into
common themes and ideas, and all authors discussed the results and
used them to describe the possible design space. Figure 1 presents
an overview of the resulting design space along two dimensions:
context, or what is shown, and layout, where it is placed.

4.2 Design Space

Given our design requirements and the problem at hand, we identi-
fied that the task of designing a guardrail against cherry-picking
in a data exploration platform is related to presenting a helpful vi-
sual comparison. Gleicher et al. described three ways objects could
be visually compared: by superimposition, by juxtaposition, or
by explicit encoding of differences [27, 28]. Explicitly encoding a
difference would, however, involve using a different representa-
tion of the selected items. For example, when comparing COVID
cases in two countries, explicitly encoding differences could en-
tail creating a derived dimension that subtracts the cases of the
countries, and visualizing this derived dimension instead of the
original data. As a result, this approach limits the saliency of se-
lections (the original data is no longer shown) and violates our
goal of nonobtrusiveness. However, the other two visual compar-
ison strategies—superimposition and juxtaposition—fit our design
requirements and describe where the guardrail could be placed.
The visual comparison strategies describe the layout of the
guardrails, or where the guardrail is shown. The other dimension
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of the resulting design space is context, or what is being shown.
We categorize our design sketches into two types of context: the
guardrail can either show primary data in the same units, level of ag-
gregation, and visual language as the main data, but potentially sam-
pled to a small set of items or visual summaries—transformations
and aggregations of the data, or additional data that provides a
summary context (e.g., a market index for stock data).

4.2.1 Layout. We describe two main types of guardrail placement:
superimposition and juxtaposition, as illustrated in Figure 1. Su-
perimposed guardrails exist on the same canvas and scales as the
main chart data. A designer of a Superimposed guardrail has two
main decisions to make. The first one is defining what contextual
data should be shown as the guardrail for the given scenario and
domain. For instance, to tackle an instance of item cherry-picking,
a COVID-19 data explorer showing Sweden’s cases would probably
plot other Nordic countries, such as Denmark, Norway, and Finland
as well. The second design decision to consider is the treatment
of the vertical scale: specifically, whether the axis should be ad-
justed or not in cases when the contextual data would go above
or below the original frame. Examples of this design variation can
be seen in Figure 3. The axis could be zoomed out to include all
contextual detail, thereby sacrificing saliency or detail of the main
selection. Alternatively, the scale could be kept as is, and instead
would include a visual indication that there is out-of-frame context.

One of the main advantages of the Superimposed guardrails is
that, by virtue of being plotted together with the main data, they
are not just tamper-evident but virtually tamper-proof: it would be
very difficult to remove the guardrails from the view. Additionally,
Superimposed guardrails exist on the same scale and units as the
main data and offer an opportunity to directly compare the values
of the main chart data and the contextual data.

The disadvantages of Superimposed guardrails include the dan-
ger of overplotting—a lot of contextual information in the main
frame of the visualization may not scale with many items selected.
This problem could be alleviated by dynamically adjusting the size
of the comparison set as an author chooses more items. Another
problem is that it might not always be obvious which data items or
time frames are useful “important context” A system could lever-
age metadata (such as regions of the world for country data, or
sectors for financial data) to make such a determination. A generic

,~— Off-scale

Figure 3: Two design variations of vertical scale treatment in
Superimposed guardrails. The example on the left preserves
the scale of the main chart data, emphasizing the original
selection but truncating the off-scale context. The design on
the right adjusts the scale to fit the guardrails.
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implementation that does not require additional data could lever-
age statistical information, i.e., by including a set of representative
examples of the data set.

The idea of the Juxtaposed layout of guardrails is to leave the
main canvas of the visualization unchanged. Instead, we provide
contextual information in a separate, juxtaposed view to the side,
above, or below the chart. When designing Juxtaposed guardrails,
the decision of their placement depends on the underlying data
and target issue. For instance, if the goal of the guardrail is to give
an indication that a climate change-denying author chose a small
fraction of the time frame of ocean temperature data, the guardrail
could run along the “problematic” dimension—in this case, the
horizontal axis right below the chart (as seen in the example on the
left in Figure 4).

In Juxtaposed guardrails, the decision about what constitutes im-
portant context data is less central than in Superimposed guardrails.
Specifically, juxtaposition allows the designer to show all of the
data points that would fit into the frame. Similarly, a Juxtaposed
guardrail is easy to combine with other guardrails, since, unlike
with Superimposed guardrails, there is no issue of overplotting the
main chart.

However, Juxtaposed approaches are croppable and thus not
tamper-evident (a design goal). Implementations could use strate-
gies to reduce the croppability, for example, by embedding a Sum-
mary directly into the axis, such that cropping out the guardrail
would also involve cropping out part of the axis. Alternatively, the
designer could wrap the chart and the guardrails with a frame that
could be indicative of parts left out. In general, however, even crop-
pable designs could provide a degree of protection, as it would be
much easier for an online audience to highlight cherry-picking if
they could point to the full chart in replies or community notes.

4.2.2 Context. We distinguish between two types of guardrails’
contextual data: they could show Primary Data of the same type as
the main chart data, or they could use aggregated or transformed
data in the form of a Summary.

Figure 4: Examples of Juxtaposed guardrail variations for
time frame cherry-picking. On the left is an example of

— : the miniature view below shows the
entire time frame and highlights the cherry-picked period
of a dip in value. On the right is a periphery plot [47]—an
instance of Juxtaposed Summary |/~ . The peripheries show
that the value of interest is much higher in the periods before
and after the selection.
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Primary Data guardrails provide contextual data by directly
plotting the primary data—meaning data at the same level of gran-
ularity and of the same units as the main data in the chart. Primary
Data guardrails are shown in the top row of Figure 1. The main
advantage of Primary Data guardrails is their simplicity (both to
implement and to understand): while they should be visually dis-
tinct from the main data, they still use the units as the chosen items
and need virtually no explanation to be understood. This advantage
is especially strong in a Superimposed Primary Data [ guardrail:
it utilizes the same visual encoding and exists on the same axes as
the main data, and thus its meaning is self-explanatory.

Summary guardrails, on the other hand, condense the primary
data into a summary form for the purposes of providing context.
They are shown in the bottom row in Figure 1. There are many
possibilities for the exact implementation of Summary guardrails,
and, consequently, the designer should deliberate over what type
of summary is the most meaningful, given data and domain. For in-
stance, a simpler Summary could provide the average, interquartile
range, or extrema of the data set. A more complicated Summary
could show information about the variance or the shape of the
distribution of the data.

Compared to Primary Data guardrails, the Summary guardrails
are more compact and help mitigate the problem of overplotting by
consolidating all of the contextual data into a single visual repre-
sentation. On the downside, however, Summary guardrails may be
more complex to understand as they represent a departure from the
visual encoding of the main chart and may involve an uncommon
visualization type. Therefore, it would be advisable to train the
viewer to read the chart using annotations or training modules.

4.2.3  Visual Techniques and Implementations. As alluded to in the
previous sections, there are a number of design alternatives and deci-
sions that one should consider when designing what the guardrails
look like and what data they are composed of. Specifically, while our
design space describes the general affordances of different guardrail
types, each type of guardrail type could be realized using different
visual encodings. In this section, we present an overview of spe-
cific implementation variations and related visualization techniques
from prior work.

The Superimposed Primary Data (5 guardrail
is arguably the simplest: as it involves automat-
ically plotting a subset of contextual data, there
are few design choices to be made. The key deci-
sion in this guardrail design involves defining a
contextual data set that is effective yet not overly
large, akin to determining the optimal set of forecasts to display
in a Multiple Forecast Visualization. [49]. We observe two simple
implementations of this technique in data explorers online. First
is the scatter plot on Gapminder [58] that automatically includes
translucent data points for the entire available data set; however,
the opacity of the context is adjustable and could be completely
removed. The second example is Google Search: when looking up a
macroeconomic or demographic metric for a given country, the re-
sulting chart typically includes two other regions for reference. For
instance, at the time of writing this paper, looking up “population
of the US” returns a chart with the populations of the US over the
past century, as well as those of Russia and Mexico in fainter lines.

CHI ’25, April 26-May 1, 2025, Yokohama, Japan

Designers of Superimposed Summary
guardrails have more liberty in implementation,
as there are many types of visual summaries to
choose from. When tackling time frame cherry-
picking, the Superimposed Summary could take
form of lagged variance information. Similar de-
signs have long been popular in financial trading with the purpose
of encoding past volatility of a financial instrument alongside its
value, and include Bollinger Bands [8] and Standard Deviation Chan-
nels, or Envelope Channels. In the context of item cherry-picking,
as discussed previously, Superimposed Summaries could take the
form of a simple average, interquartile range, or extrema informa-
tion of the contextual data using a representation similar to that
of contour boxplots proposed by Whitaker et al. [71]. Aside from
statistical summaries, a Superimposed Summary could aggregate
the contextual data into a background heatmap using techniques
such as DenseLines [46]. Superimposed Summaries could also sim-
ply draw on common domain-specific benchmarks, such as stock
market indices in the financial sector.

The main goal of 3
guardrails is to show omitted items or time pe-
riods of the main data next to the main chart.
An example of previously proposed visualization
technique that could serve as a guardrail for time
cherry-picking is stack zooming [32]. In the con-
text of data explorers, — could benefit
from being miniature as to not be too large to gist or end up dis-
tracting from the main view. To achieve this, the specific imple-
mentations could be chosen from the set of charts designed to take
up little space, such as sparklines [63] or horizon charts [30] in
instances where the sign of the data provides meaningful context.
Additionally, although this type of guardrail does not require a
precise definition of “context data set” as Superimposed Primary
Data [, space constraints may necessitate decisions about what
data is seen immediately beside the visualization.

— guardrails often can play a dual role and take the form
of scented widgets [72]. For instance, a sparkline can serve as the
preview of an item’s data next to each item’s selection checkbox—a
technique commonly used in financial data explorers. In guardrails
against time cherry-picking, the horizontal axis selection slider
could instead be a miniature chart of the entire period which the
user could brush (as seen in the example on the left in Figure 4). An
example of an existing implementation of this is the exchange rate
explorer on CoinMarketCap.com [7]: a user could zoom in onto a
short period of, for instance, Bitcoin price chart by brushing over a
miniature view below the main chart.

The guardrail type with the largest set of im-
plementation alternatives is Juxtaposed Sum-
mary |7, as there are virtually no restrictions
on what could be shown, as long as it provides
useful context. One subset of design alternatives
consists of variations of focus-and-context visu-
alizations, or designs that allow the user to see both detail and
overview simultaneously [11]. This could include distorted views,
such as Multistream from Cuenca et al. [15]. Morrow et al’s Pe-
riphery Plots [47] provide examples of nondistorted variations of
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this guardrail that could be helpful in the context of time cherry-
picking (seen in the example on the right of Figure 4). Designs
similar to periphery plots could similarly be used to tackle item
cherry-picking—in this case, however, the Summary in the periph-
ery would be calculated based on the omitted items rather than
omitted time frame. The space of ways to show the distribution of
contextual data is large and the choice of a specific visual encoding
should depend on the features of the underlying distribution, as
well as the expected audience’s visual literacy, as these types of
charts are typically less common in visualizations for general public.
Correll provides a helpful analysis of advantages and disadvantages
of distribution visualizations as well as their combinations as rain-
cloud plots [13]. The example in Figure 1 as well as our prototype
employ a vertical strip plot, but other designs we have considered
include a box plot, a violin chart, or an inverted histogram (shown
in the example on right in Figure 4).

4.24 Relatedness to Uncertainty Design Spaces. Many of the visual
techniques that can be used as guardrails are also commonly used
to visualize uncertainty, albeit with different goals and interpreta-
tions. The task of exposing cherry-picking is related to visualizing
uncertainty: both intend to give a clue about, or cast doubt in, the
completeness of the data displayed [26]. However, although un-
certainty designs typically address questions like “How reliable is
this estimate?" or “What is the spread of possible outcomes around
this point?", guardrails shift the focus to “How representative is this
value?" and “How does this data point compare to the rest of the
available data?"

As a result of this difference in goals, there is only a partial
overlap in visual techniques for guardrails and for uncertainty vi-
sualizations. The shared visual techniques consist of distributional
visualizations [50] techniques: a box plot could be used to either
visualize the uncertainty of an estimate or summarize the omitted
data as a guardrail. Similarly, an ensemble visualization [69] of
uncertainty could communicate the various forecasts of snowfall
for the season, whereas a visually similar Superimposed Primary
Data [ guardrail could show the historical snowfall data for pre-
vious seasons as context. However, many guardrail techniques do
not have equivalent uncertainty visualizations, such as the

— visualization of the selected time period in
Figure 4 that simply plots the entire available time series alongside
the selection, rather than samples from a distribution. The reverse
is also true: direct encodings of uncertainty in the visual channel
are not applicable to the guardrail design space—such as modifying
the mark of interest by blurring it proportionally to the uncertainty
[42]—since there exists no quantifiable dimension of uncertainty.
As discussed previously, guardrails do not communicate the uncer-
tainty properties of the value of interest itself and have the goal of
not modifying the existing mark.

Building on this distinction, our design space uniquely focuses on
describing the opportunities for augmenting existing visualiza-
tions—a goal not addressed by previous related design spaces. Prior
typologies of uncertainty visualization [50, 61, 62] primarily offer a
categorization of the source of uncertainty (measurement error vs.
credibility) or specific visual properties of uncertainty visualization
techniques (whether they are animated, 1- or 2-dimensional, have
dichotomous boundaries or are “fuzzy"). In contrast, our proposed
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design space categorizes visualization techniques in a way that
describes opportunities and trade-offs of incorporating them into
an existing canvas in a nonobtrusive way.

5 Prototype Implementation

With the goal of evaluating the overall merits of guardrails, we
implemented a prototype data explorer and therefore had to make
decisions about what it would look like and what data it would use.
As a starting point, we chose one simple visual technique as the
implementation for each major guardrail type. In the designing of
the prototype, we prioritized ecological validity: therefore, we used
real-world data, and aimed to mimic the functionality and look of
existing data explorer platforms, such as OurWorldInData’s COVID-
19 explorer [43]. Screenshots of our prototype implementation can
be seen in Figures 5, 10, 12, as well as in supplemental materials. A
sandbox version of our prototype is available online.

We chose to design for (and evaluate with) two different data
sets that are commonly used in public-facing data exploration tools:
COVID-19 death count data by country retrieved from OurWorldIn-
Data [43] and individual stock performance data retrieved from
Yahoo! Finance [74]. We anonymized the country and stock names
to limit the influence of preconceived ideas about COVID-19 or
particular stocks. We limited the number of items available to select
to 15 or less to simplify the tasks in evaluation. We also chose to
limit our guardrails prototypes to item-cherry-picking, excluding
time-cherry-picking from our design and our study.

To create these prototypes, we needed to select a specific design
instance of each guardrail. As discussed above in Section 4.2.3, the
exact visual language and criteria for selecting contextual data
are decisions the designer has to make depending on the domain
and problem. In our case, in the Superimposed Primary Data [
condition we defined contextual items to be countries from the same
region in the Viral scenario; and stocks from the same industry in
the Stocks scenario. For Superimposed Summary [, we showed
the average of all items as a line and the interquartile range as
a shaded area (Figure 10). For a more realistic presentation, we
labeled the average line as “Market Index” in the Stocks scenario.

In the — condition, we chose to
provide a sparkline of each item next to its label (Figure 5). We
filled in the area under the line chart in light color, which made it
easier to compare magnitudes among the small multiples that are
stacked vertically relative to just lines. Lastly, for the Juxtaposed
Summary |/~ guardrail we implemented a stripplot showing data
of all items across all time points, with each tick representing the
value of one item on a given day. The ticks are shown with slight
transparency to account for over-plotting, and we use color-coding
to distinguish positive from negative values—a distinction relevant
for the Stocks scenarios. A shaded funnel denotes which part of
the global scale is currently shown on the main canvas, and also
makes it more difficult to crop the plot without leaving evidence
of tampering. For both of the Summary guardrails, we added a
sentence explaining what the shaded area or the stripplot denote.

6 Study 1: Production

In order to evaluate whether the guardrails make it more difficult
to cherry-pick data, we conducted a crowd-sourced experiment


https://guardrails-40b6f8a68aee.herokuapp.com/sandbox
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Add a short text caption that will go along with your visualization: *

Figure 5: Screenshot of our prototype implementation of
data explorer in the Study 1 experimental setup. Shown is
the Stocks B scenario with a 5
guardrail.

challenging our participants to use our prototype data exploration
platform with and without guardrails in place. One goal of this study
was to evaluate whether participants find it more difficult to create
cherry-picked visualizations with guardrails. The other goal of this
study was to produce a data set of cherry-picked visualizations to
be used in a subsequent reaction study (see Section 7). This section
describes our methodology and results. Figure 6 presents a visual
overview of the study procedure in the form of a data comic [70].

6.1 Methods

The experiment investigated how participants used our data ex-
plorer to create cherry-picked visualizations, both with and without
guardrails.

During the study, participants were tasked with using our data
explorer to create a visualization supporting a given proposition
by selecting data in a line chart and writing a caption, mimicking
the act of sharing a cherry-picked data explorer-based visualiza-
tion on social media. Each participant was randomly assigned one
guardrail condition, and they would perform half of their tasks
with that guardrail and half without any guardrail, as controls. To
prioritize ecological validity, the study employed anonymized real-
world data and we realistic scenarios of malicious cherry-picking
observed in recent events: such as downplaying the seriousness of
a deadly viral disease or exaggerating the profitability of a specific
security. Therefore, we constructed four data scenarios presented
to the participants: two based on anonymized COVID-19 fatalities,
reframed as a fictional viral disease (Viral A & B), and two using
anonymized individual stock performance data (Stock A & B). In the
Viral scenarios, participants acted as public health officials tasked
with promoting not-so-effective policies. In the Stock scenarios,
participants imagined themselves as financial advisors promoting
underperforming funds at the direction of a supervisor. The prompt
and user interface is shown in Figure 5.

The study was reviewed by our institution’s IRB and deemed ex-
empt from full board review. Before the main study, we conducted
two pilots. After a first in-person pilot with two students, we made
adjustments to clarify scenario descriptions, add a help button, and
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fix a visual bug. A second pilot with 10 Prolific participants con-
firmed the tasks were understandable and feasible for remote users,
requiring no further changes. We recruited 130 participants from
Prolific for the main study. The survey was conducted using the
reVISit framework [17]. We logged the interaction data using the
Trrack library [16] and used the NASA TLX [29] questionnaire
to assess participants’ subjective workload after each task. At the
experiment’s conclusion, we debriefed the participants about the
guardrails and asked whether they noticed them and felt they in-
fluenced the tasks. The median completion time was 15.5 minutes,
and participants were compensated $5 (average hourly rate of $19).
The study stimulus is available online.

The study produced 520 visualizations and captions. After the
experiment, two authors independently reviewed the submitted
visualizations and captions with the goal of removing unsuitable
submissions for the follow-up study. They agreed on inclusion and
exclusion for 395 evaluations, discussed and resolved disagreements
on 125, and ultimately excluded 18% of submissions. Exclusions
were due to irrelevant selections, unintelligible captions, or overly
generic responses (e.g., “Chart"). The final data set consisted of 427
submissions.

Quantitative analysis involved paired t-tests to compare the
number of clicks and NASA TLX scores between tasks with and
without guardrails. Qualitative analysis examined captions and
poststudy feedback to identify recurring themes and insights.

6.2 Findings

As aresult of Study 1, our participants generated 520 cherry-picked
visualizations and captions, of which 427 passed our quality review
and were used in further analysis. The submissions spanned two
scenarios and four guardrails, as well as the control condition. All
resulting submissions—visualizations and captions—are available
for review online.

6.2.1 Quantitative Results. Figures 7 and 8 summarize the within-
subject differences in the number of clicks per task and the NASA
TLX survey results and the subjective influence of guardrails on task
difficulty. We find that Superimposed conditions made cherry-
picking more effortful, but Juxtaposed guardrails made navi-
gating the data easier.

Participants in the — condition re-
quired significantly fewer clicks (21 versus 32 in Control; T(38) =
—4.00,p < 0.0001) and less time to explore the data (106 sec-
onds versus 143 seconds in Control; T(38) = —2.12,p = 0.041).
They also reported better subjective performance (28.9 versus 39.7;
T(38) = —2.45,p = 0.019) and lower mental demand (48.8 versus
55.8; T(38) = —1.84, p = 0.075). Similar “benefits” were observed in
the Juxtaposed Summary /= condition for performance (26.5 versus
31.7; T(52) = —1.95, p = 0.055). Additionally, Figure 8 shows that
fewer than 5% of participants in the a2
and Juxtaposed Summary /- conditions reported that the guardrails
made their task “much more difficult” This indicates that our
juxtaposed guardrails actually make cherry-picking easier
to achieve, which is the opposite of our goal.

Those in the Superimposed Summary 7 condition, however, re-
ported higher mental demand (51.3 versus 43.5; T(47)=2.10, p=0.041).


https://guardrails-40b6f8a68aee.herokuapp.com/viz-guardrails/?admin=t
https://guardrails-40b6f8a68aee.herokuapp.com/browser?admin=t
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Figure 6: Data comic showing the study design in Study 1: Production. The study design employed a between-subjects approach
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Figure 7: Juxtaposed guardrails make it easier to complete the cherry-picking task: participants require fewer clicks to complete
the task (a), report better performance (b, c), and slightly lower mental demand (e). Superimposed Summary leads to a higher
reported mental demand (d). Shown are the mean difference between the metrics for guardrail and control tasks for each
participant, as well as 95% bootstrapped confidence intervals. For clarity, large outliers (<5% of data) are shown as triangle
markers on the edges. For the NASA TLX Performance metric, lower means better [29].

Figure 8 further illustrates that participants in Superimposed con-
ditions more frequently rated the guardrails as making tasks “more
difficult” or “much more difficult”, indicating that superimposed
conditions support our goal of making cherry-picking more
difficult.

6.2.2 Qualitative Results. Consistent with our quantitative results,
participants noted that the Juxtaposed guardrails made cherry-
picking easier: “It made it easier to visualize without constantly
turning off and on each data set to conceptualize which ones would
work best.” This aligns with the design of

—, which provides a clear overview beneficial for both au-
thors and audiences of cherry-picked visualizations.

In contrast, participants found Superimposed guardrails to
be more obstructive. Those in the Superimposed Summary
condition expressed frustration in text responses and one partici-
pant remarked that the guardrails “interfered with my ability to
cherry-pick the data I needed to.” Another participant noted, T

couldn’t easily show that one investment was better than others with-
out hiding some truth.” Two participants even refused to perform the
task, with one caption simply stating: ‘T can’t. I'd be a liar. [Option
A] is terrible.”

Despite these challenges, qualitative analysis of captions revealed
participants’ adaptability. When guardrails exposed context that
debunked cherry-picking, participants often shifted focus. For
instance, one caption downplayed the magnitude of infections un-
der Policy A and emphasized trends: “Policy A’s peak comes fast
but comes back down just as fast” (link). Similarly, when promoting
Airline stocks, a participant reframed average returns as a sign of
stability: “Over time, growth in stock prices in the airline industry
has either been consistent with or outperformed the market average,
thus being the most predictable” (link). Others incorporated world
knowledge to explain away an underperforming stock: “Covid kind
of ruined airlines but now that it’s getting less and less prevalent we’re
going to see a resurgence” (link).


https://guardrails-40b6f8a68aee.herokuapp.com/browser/58d069219dbe3f0001258793-viral-a-ss?admin=t
https://guardrails-40b6f8a68aee.herokuapp.com/browser/5f9e1843a1b1963d7cb7b4d4-stock-b-ss?admin=t
https://guardrails-40b6f8a68aee.herokuapp.com/browser/5a6cc406d5d4cb0001d664aa-stock-b-js?admin=t
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Figure 8: Participants in the Superimposed Primary Data 5 condition described the guardrail to make cherry-picking “much
more difficult” more often than those in any other condition; however, the responses are very split. On average, participants
reported Juxtaposed guardrails to make it slightly easier to complete the task.

7 Study 2: Reaction

In order to evaluate whether the guardrails make cherry-picked data
less convincing, we conducted a second crowd-sourced experiment
asking another set of participants to review charts created by the
participants of Study 1. This section describes our methodology and
results. Figure 9 presents a visual overview of the study procedure
in the form of a data comic [70].

7.1 Methods

The study was reviewed by our institution’s IRB and deemed ex-
empt from full board review. Similar to Study 1, this study was
implemented using the reVISit framework [17], and full instruc-
tions are available in the supplemental materials. Before the main
study, we conducted three pilot studies on Prolific with five par-
ticipants each to test the clarity of the scenario and questionnaire.
Based on their feedback, we made minor adjustments to the Ul and
task language.

For the main study, we recruited 160 English-speaking partic-
ipants from Prolific. Participants were randomly assigned to one
of four scenarios from Study 1 and shown five visualizations in
random order—one from each condition (4 guardrails and 1 control),
selected from 427 charts created in Study 1. The interface in Study
2 was the same as Study 1, with controls disabled and the addition
of captions. Figure 10 shows the experimental setup.

To measure guardrails’ effect on how convincing the cherry-
picked claims are, we presented participants with a hypotheti-
cal decision-making scenario inspired by a trust game [6], an ap-
proach from behavioral economics. Trust game-based hypothetical
decision-making and investment scenarios have been proposed to
measure trust in visualizations [20], and more recently have been
adapted in visualization work [21, 23, 53, 73, 75]. Participants in

the Stock scenario were asked to imagine they were selecting an
investment portfolio in a way that maximizes their profits. They
were shown a visualization from Study 1 that promoted a certain
investment, and were asked to decide how much they would invest
(%0 to $100) in the recommended industry based on the available
information. In the Viral scenario, participants were asked to imag-
ine they were traveling to a virus-affected area and had to buy
insurance to minimize their financial risk. They were shown a visu-
alization from Study 1 that downplayed the risk of virus and were
asked to choose how much health insurance they would buy (also
$0 to $100) based on the available information.

Participants were also asked to provided a brief rationale for
their choices and completed Likert-scale questions assessing trust-
worthiness, persuasiveness, clarity, and likelihood of sharing the
visualization. In the debrief, they were also asked whether they
noticed the guardrails, and whether they understood their mean-
ing. The median completion time was 10 minutes, and participants
were compensated $2.50 (median hourly rate of $15/hr). The study
stimulus is available online.

We analyzed the data quantitatively using repeated measures
ANOVA and post hoc t-tests with the Benjamini-Hochberg [5] pro-
cedure for multiple comparisons. The scripts and the results of all
statistical tests are available in the supplemental materials. We also
qualitatively reviewed the justification and feedback text to identify
key themes.

7.2 Findings
Figure 11 presents the monetary action results by guardrail and sce-

nario. Guardrails had observable effects on skepticism in three of the
four conditions. Primary Data guardrails performed slightly


https://guardrails-40b6f8a68aee.herokuapp.com/stage-2/?admin=t
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Figure 9: Data comic showing the study design in Study 2: Reaction. The study design employed a between-subjects approach
for the task scenarios and within-subjects approach for the guardrail condition.

You will need to travel to Eldoril North (Policy A) for work.

You've come across this visualization and the accompanying caption.

Please review the visualization and the caption, and then answer the questions below based solely on this information.
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Figure 10: Screenshot of our prototype implementation of
data explorer in the Study 2 experimental setup. Shown is
the Viral A scenario with Superimposed Summary [ .

more effectively than Summary guardrails, with some partici-
pants finding the visual Summaries more difficult to interpret, lead-
ing them to ignore these guardrails. The Primary Data guardrails
appeared to be more intuitive, as their visual encoding resembled
the main data selections, and few participants expressed confusion.

7.2.1 Quantitative Results. Repeated measures ANOVA tests
showed significant differences in monetary decision between
guardrails and control conditions in the Viral A scenario
(F(4,152) =7.79, p < 0.001). post hoc t-tests revealed that partici-
pants in the Superimposed Primary Data 5 condition spent, on
average, $63 on insurance, compared to $45 in the Control condition
(T(38) = 4.28,p = 0.001). Superimposed Summary 7] (mean $55,
T(38) = 1.99,p = 0.076) and — (mean
$56, T(38) = 2.72, p = 0.024) also led to higher insurance purchases
compared to Control. Despite this, the poststudy survey revealed

that most participants did not fully consider the guardrails:
38% of participants did not notice them, and 23% noticed them but
did not understand their meaning. As a result, we do not observe
statistically significant results in the other scenarios.

7.2.2 Qualitative Results. Participants who did notice the
guardrails directly referenced the guardrails in their ratio-
nales. For example, a participant in the Superimposed Primary
Data [ condition stated: “[The chart] shows [option A] to be the
worst one out of the lines shown.” Another noted in the Superim-
posed Summary condition: “[the infection rate] is still consid-
erably higher than the average...” These findings suggest that the
guardrails may blend into the visualization, depend on data literacy,
or be overlooked due to added visual complexity. Even among those
who understood the guardrails, some chose to focus on the main
data instead, with one participant stating: ‘T just followed the figures
and how they were either rising or falling”.

8 Study 3: Controlled Reaction

We conducted a third crowd-sourced experiment to further ex-
plore how guardrail effectiveness varies with the severity of cherry-
picking, while also accounting for the influence of redeeming fac-
tors. In contrast to Study 2, in this experiment we prioritize internal
validity by removing captions and controlling the data displayed in
each scenario, which allowed us to isolate the impact of guardrails
from other factors. Below, we describe our methodology and find-
ings. Figure 12 presents a visual overview of the study procedure
and screenshots of the conditions in the form of a data comic [70].

8.1 Methods

For Study 3, we used a simplified set of five stocks from the same
Yahoo! Finance [74] data set as in Study 2, selecting stocks with
nonoverlapping time series to highlight the highest return in any
data subset. Unlike in previous studies, we removed the caption
to isolate the effect of the guardrails. To measure guardrail effects,
we asked a 5-point Likert question, “The visualization supports the
idea that stock X yielded the highest returns in 2023”, followed by
an open-text rationale and an attention check.

Study 3 included three conditions: Correct (control), where all
data was shown and participants were prompted about the actual
top-performing stock; Incorrect, where the best-performing stock
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Figure 11: Most guardrails had a significant effect on making the viewers skeptical of the cherry-picked charts in the Viral A
scenario (a). However, the effect was smaller in other scenarios (b—d). The effects vary highly by guardrail and scenario. Shown
are average values and bootstrapped 95% CI (n = 1000) and individual data points in the background. Note the inverse scale
between the Viral and Stock scenarios: the monetary action in the Viral scenarios involves making a decision about insurance
purchase (less insurance = trusting cherry-picking), whereas in the Stock scenarios it involves making an investment (more

investment = trusting cherry-picking).

was hidden and participants were prompted about the second-best
stock; and More Incorrect, where the top two stocks were hidden and
participants were prompted about the the third-best stock, which
performed below the average of all stocks. In all cases, the prompted
stock was the highest performing “salient” stock, but the guardrails
could be used to discover that the chart was cherry-picked. We con-
ducted a first pilot with 30 participants, after which we rephrased
the survey questions for clarity. We then conducted a second pilot
with 150 participants and performed a power analysis to calculate
the required sample size for detecting meaningful differences across
conditions with a target power of 0.8 and an alpha level of 0.05.
For the main study, we recruited 675 Prolific participants, all
fluent in English, who were randomly assigned to one of the three
correctness conditions and one of five guardrail conditions, i.e.,
each participant saw only a single chart. The median completion

time was 3 minutes, and participants were compensated $0.75 (av-
erage hourly rate of $15). The study stimulus is available online.
We again analyzed Likert responses with ANOVA and post hoc t-
tests, applying the Benjamini-Hochberg procedure [5] to adjust for
multiple comparisons, and reviewed participants’ text responses.

8.2 Findings

8.2.1 Quantitative Results. Figure 13 summarizes Study 3 results
for participants’ agreement with the statement that the cherry-
picked item is the highest overall. Our ANOVA results showed
statistically significant differences due to both cherry-picking
severity (F(2,672) = 31.39,p < 0.0001) and guardrail condition
(F(4,670) = 43.18,p < 0.0001), confirming that guardrails in-
fluence skepticism toward cherry-picking, with more severe
cherry-picking yielding stronger effects. As expected, we observe


https://guardrails-40b6f8a68aee.herokuapp.com/stage-3/?admin=t
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Figure 12: Data Comic and conditions in Study 3: Controlled Reaction. Participants were asked to rate the following prompt
on a 5-point Likert scale (‘Strongly disagree’ to ‘Strongly agree’) “The visualization supports the idea that stock C yielded the
highest returns in 2023 Screenshots show the visualization seen by participants in the “More Incorrect” scenario, in which the
top two true best stocks are hidden. The Incorrect scenario only hides the top stock, whereas the Correct scenario shows all

stocks.

no effects in the Correct condition, indicating that guardrails do not
have an effect on correct interpretations.

Post hoc t-tests with Benjamini-Hochberg FDR correction re-
vealed that, compared to Control, the Superimposed Primary
Data (5 guardrail had a large, significant effect in both Incor-
rect and More Incorrect conditions (T(88) = 10.88,p < 0.0001
and T(77) = 12.68, p < 0.0001). The Superimposed Summary £

and — guardrails also had significant ef-
fects but only in the More Incorrect scenario (T(70) = 3.61, p = 0.002
and T(73) = 2.39, p = 0.058, respectively). Similar to Study 2, the Su-
perimposed Primary Data [ guardrail was the most effec-
tive against cherry-picking, while Juxtaposed and Summary
guardrails had smaller effects. Juxtaposed Summary ./, the
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Figure 13: In Study 3, Superimposed Primary Data [ has a very strong effect of encouraging skepticism in both cherry-picked
conditions compared to no guardrail. Superimposed Summary [ and Juxtaposed Primary Data [~ have a significant effect
in the More Incorrect condition. As expected, guardrails have no effect in the Correct, not cherry-picked condition. Note the
highly polarized distributions of responses: participants either strongly agree or disagree.

most visually distinct guardrail, produced results closest to con-
trol. Notably, the distribution of responses in all conditions is
highly polarized: almost all responses either strongly agreed or
strongly disagreed with the statement. Several conditions exhibit a
bimodal response distribution, suggesting that quardrails are likely
effective when noticed and understood, but the challenge lies in
capturing the viewer’s attention and understanding.

8.2.2 Qualitative Results. We reviewed the open-text responses in
the Superimposed Summary (5 of More Incorrect condition, which
was highly bimodal and allows us to better understand the source of
an audience’s disagreement. Participants’ explanations reinforce the
notion that guardrails are effective when they successfully capture
both the viewer’s attention and their understanding. We find that 13
of 15 responses that correctly disagreed (1 or 2 on the Likert scale)
explicitly referenced the guardrail showing that the cherry-picked

stock was below the industry average. One participant stated, “Stock
C was below the industry average at the end of the year, meaning it
couldn’t have possibly had the highest return in the industry.”

In contrast, only 9 of 31 responses that incorrectly agreed (4 or
5 on the Likert scale) referenced the average line, but none were
able to integrate it into their reasoning. These participants merely
acknowledged its presence and primarily focused on comparing the
cherry-picked stocks, as illustrated by one explanation: ‘T looked at
the industry average. And then I also looked at all the other stocks,
C looks like it’s been doing better than any other one.” These re-
sults point to the fact that, in order to be effective, more complex
guardrails should be both highly visually salient and directly cue
the user about how to integrate them into higher level chart com-
prehension [55].
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9 Discussion and Design Recommendations

Our findings indicate that guardrail designs have the potential to
mitigate cherry-picking in data explorers, though they come with
limitations and important considerations. In this section, we dis-
cuss these findings and offer design recommendations for effective
guardrail implementation.

Recommendation 1: Prioritize simpler guardrails that
maintain the original visual language. Our design procedure
and crowdsourced studies uncover a tension between designing a
guardrail that effectively summarizes contextual information and
maintaining its alignment with the original chart’s visual language,
as summarized in Figure 14. The closer the guardrail is to the orig-
inal chart visually, the easier it is for the audience to notice and
understand it. At the same time, guardrails that use the same vi-
sual encoding for individual items can lead to overplotting. Our
studies show that Primary Data guardrails are the most effective,
primarily due to the fact that they are easier for audiences to no-
tice and understand in both real-world and controlled scenarios.
Additionally, they do not require viewers to independently extract
high-level patterns, such as integrating the distributional statistics
into their interpretation, a process highly affected by individual
differences [55]. Therefore, we recommend prioritizing guardrails
that closely match the visual encoding of the main data and using
Primary Data guardrails as the default. However, in some cases the
domain in question may require larger amounts of information to
be used in the guardrail or could benefit from specific statistical
summaries. When using a Primary Data guardrail is not an option,
we suggest that Summary guardrails should always be paired with
tutorials or detailed annotations to help users interpret and apply
them correctly.

Recommendation 2: Carefully identify potential targets
and contextual information. Across all types, constructing a
guardrail demands a clear and careful definition of “contextual in-
formation” that would debunk cherry-picking, whether it is demo-
graphically comparable subsets, or countries with similar climates.
Defining this context correctly may require a careful examination
of the domain and consulting with a domain expert. Additionally,
an evaluation of the domain and existing misinformation can help
determine which types of cherry-picking should be addressed in
the first place. For example, climate change misinformation often
involves cherry-picking specific time frames [12], while COVID-
19 conspiracy theories typically cherry-pick data from items (e.g.,
countries) [40]. In this process, we recommend following the threat
modeling steps outlined in Section 2: reflect on the system goals,
identify vulnerabilities, propose and evaluate interventions.

Recommendation 3: Implement guardrails to deter cherry-
picking and enhance platform usability. Our results from Study
1 show that Superimposed and Juxtaposed guardrails have different
impacts on authors’ experience using the data explorer. Similar to
previous work evaluating visualization composition, we found that
participants found it easier to integrate superimposed information
[33, 48, 55]. Superimposed guardrails thus made it harder to cre-
ate cherry-picked views and led to less convincing presentations.
This could push misinformation actors toward less reputable plat-
forms, while helping unintentional cherry-pickers recognize their
biases. In contrast, participants cited that Juxtaposed guardrails
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made it easier to explore the data. Although this may aid careful
cherry-picking, we found no evidence of exploration ease leading to
more misleading visualizations. Since Superimposed and Fuxtaposed
guardrails can be effectively combined, we recommend using both
to prevent cherry-picking while improving data exploration.

Recommendation 4: Continually adapt to ever-evolving
misleading strategies. Importantly, we found that cherry-picking
is an adversarial process. Creators adapt to effective guardrails and
find new ways to cherry-pick. Previous research shows that people
often crop visualization screenshots, add misleading text and anno-
tations [40]. Our experiments confirm that authors shift focus to
specific salient data features to influence readers’ interpretations.
As a result, it is essential to continually adapt to ever-evolving
misinformation arguments and to iteratively update the designs to
ensure their clarity. Analyzing usage logs from the data explorer
could offer insights into the data subsets creators focus on, guiding
future guardrail improvements.

10 Conclusion and Future Work

In this paper, we describe an approach to designing technical in-
terventions against the misuse of data visualizations in support
of misinformation. We examine cherry-picking in visualization
through the lens of threat modeling and describe the design space of
guardrails: interventions incorporating contextual data that would
expose cherry-picking if it is there, and not interfere with interpre-
tation if not. Our experiments find that guardrails make it more
difficult to create cherry-picked charts and encourage viewer skepti-
cism; however, the difficulty in implementing successful guardrails
lies in drawing the audiences attention to them.

We are hopeful that data exploration platforms adopt similar
interventions in their designs. A review of visualization flaws from
designers’ perspective by Lan and Liu [35] highlights multiple
stages in the design workflow where such flaws can emerge, uncov-
ering opportunities for more targeted interventions. Implementing
guardrails and other visualization threat mitigation strategies in
practice would allow future work to examine the role that they play
in complex real-world contexts. As discussed, misinformation using
data visualizations is adversarial and a wicked problem. Because of
this, studying real-world adoption of guardrails would be especially
important: while the results of our experiments show moderate
effects of guardrails encouraging skepticism, it is challenging to
predict the exact effects of guardrails on online data discourse.

We hypothesize that beyond influencing an individual in isola-
tion, guardrails could have indirect effects in a world where the
general public is familiar with their use. For instance, guardrails
could provide evidence that triggers a fact-checking discussion on
social media, while guardrails cropped out of a screenshot could
alert the audience of tampering attempts. Guardrails surfaced in a
chart, even if missed by the original poster, can be referenced by
community notes and replies to fact-check the post without any
external information. The use of guardrails against misinforma-
tion could also eventually be associated with reputable sources and
serve as a trustworthiness indicator in and of itself [39]. Aside from
adapting and evolving their tactics, it is also likely that malicious
actors would migrate to other, nonguardrailed platforms, and create
a demand for “alternative” data exploration sites.
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Figure 14: This overview highlights the design trade-offs in the guardrails space, as identified through our design process and
evaluation studies. By moving beyond the data aggregation level and chart canvas of the original visualization, designers can
incorporate more of the potentially omitted context and information, allowing for a richer guardrail representation. However,
this shift also moves away from the visual language of the original chart, which may make it harder for the audience to
accurately interpret the guardrail. Balancing this tension is crucial when designing guardrails in data explorers.

In addition to studying the effects of guardrail adoption, future
work should also examine strategies to make guardrails—in par-
ticular Juxtaposed designs—less amenable to cropping, as well as
the effects of combining multiple forms of guardrails. Future re-
search should also investigate automated methods of determining
appropriate domain data or aggregation type to be used as context.
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